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Description

[0001] The present invention relates to a password au-
dit system for determining the strength of user passwords
in a computer system, application or network to which a
plurality of users have access via a user identification
and password.

BACKGROUND OF THE INVENTION

[0002] Passwords are the most widely used authenti-
cation mechanism in computer environments. In the com-
puter systems, applications and networks mentioned
above, passwords are used to protect the identity of the
users and to enable authenticated access to resources
and data. For authentication of the users, their password
data have to be stored within the protected environment,
so that it can be verified if it matches the password en-
tered by the user when accessing the system. All such
protected systems typically have system administrators,
which are privileged users and can access data without
being limited as the normal users are. Technically, the
administrators are able to extract and see the other users’
password data.
[0003] In order to prevent the exposure of passwords,
computer systems usually implement password encryp-
tion (also called password hashing). This operation trans-
forms the actual user password (called the plain text
password) into encoded data (called the cipher text pass-
word). The cipher text can be used to verify whether the
entered password is correct, but it cannot be used to
determine the plain text, because the employed encryp-
tion algorithm is an irreversible mathematical operation.
When the user enters the password, the plain text is en-
coded and compared to the stored cipher text - if it match-
es, the password is correct.
[0004] In a typical computer security compromise, the
cipher text data becomes exposed and the attacker tries
to determine the plain text from the cipher text, in order
to find the actual passwords. As the mathematical oper-
ation of encoding is irreversible, the attacker has to try
different plain texts, encode them, and find one which
matches the cipher text. Various strategies are em-
ployed: brute force (where all the letter, number and spe-
cial character combinations are tried), dictionary (where
all the words in a list are tried) and several combinations
based on the above. This process is commonly called
"password recovery".
[0005] In order to make this process take a very long
time, the mathematical operations used for encoding em-
ploy complex encryption and hashing algorithms. The
aim of this design is to protect the passwords by making
the password recovery process take too much time to be
effective in recovering the plain text password data.
[0006] Over the past years, the computers have be-
come more and more powerful, being able to execute
the encryption operations much faster. The encryption
algorithms have also been upgraded to be harder to re-

cover. The result of this process is that currently pass-
words are relatively easy to recover if the password com-
plexity is low, and hard to impossible if the password
complexity is high. Companies and organizations typi-
cally define password policies, which specify how com-
plex the passwords have to be which are used in their
computer system, application or network.
[0007] Various factors can lead to the exposure of plain
text passwords, such as using the same initialization
password in a given company when setting up new ac-
counts, using predictable or easy to remember pass-
words, using the same password in multiple systems,
etc. Companies and organizations typically enforce their
password policies in order to prevent such exposure.
However, these policies cannot be made too strict, be-
cause then the users will start forgetting their passwords.
An ideal system would enforce strong passwords, which
are complex enough but possible to memorize, each user
being able to choose: e.g., one will use a shorter but
completely random password, while another will use a
very long but relatively easy to remember password; both
would be sufficiently strong.
[0008] The large number of successful attacks target-
ing passwords in the last years indicates that the current
technology, or the way it is employed, does not succeed
in preventing the usage of weak, predictable passwords.
[0009] There are basically two possibilities for the own-
er or administrator, respectively, of a computer system,
application or network to make sure that the users in the
given company or organization use strong passwords:
firstly by enforcing a strong password policy when the
password is changed, and secondly by actively checking
the stored cipher text passwords to identify weak, pre-
dictable passwords. The first method provides the most
basic protection, but very often it is not effective, as the
users will try to use easy to memorize passwords, even
with a strong policy. The second method could compen-
sate the weaknesses of the first one, by actively simulat-
ing a real attack and thus detecting any weak or predict-
able passwords of the users. However, this method often
cannot be employed due to legal restrictions, because it
reveals the plain text passwords to the system adminis-
trator, or at least makes such a revelation possible. This
is considered as contravening data privacy protection,
and is therefore illegal in most countries.
US2005/0198537A1 provides a technique for evaluating
passwords. It is the object underlying the invention to
provide a system which allows to determine the strength
of user passwords and to provide this information to the
administrator of the computer system, application or net-
work, without revealing the passwords themselves to the
administrator or any other person.

SUMMARY OF THE INVENTION

[0010] According to the present invention, this problem
is solved by a password audit system as mentioned at
the beginning. The invention is as defined in the append-

1 2 



EP 2 767 922 B1

3

5

10

15

20

25

30

35

40

45

50

55

ed claims. The inventive password audit system is a sep-
arate physical entity, which retrieves the cipher text data
from the system to be audited, performs a password re-
covery process as it is generally known from the art, and
stores only the relevant information relating to the
strength of the passwords, so that this information can
be provided to and evaluated by the administrator or own-
er, respectively, of the computer system. However, the
user passwords are not compromised, because the re-
covered plain text passwords are not accessible at any
time.
[0011] To ensure privacy protection by the password
audit system, it is most preferred if the system is config-
ured such that a plain text password for which a match
has been found is not stored in the data storage means,
or only stored in a way that it is not assignable to the
corresponding user identification. In the first case, the
plain text password is discarded instantly after it has been
identified and the data relating to its strength has been
stored, so that any access to the plain text itself is im-
possible. In the second case, the plain text password is
stored, but not in a personalized way, e.g., by adding it
to a dictionary used for the password recovery process,
to make this process more effective for future audits.
[0012] In a preferred embodiment, the system is con-
figured to generate a list comprising the user identifica-
tions and assigned values relating to the strength of the
user passwords. This list can be generated from the
stored data relating to the strength of the passwords,
after completion of the password recovery process or at
any later point in time. The values assigned to each user
identification may be binary in the most simple case, i.e.,
the value is "weak" if a match has been found by the
password recovery process within the predetermined
time, and otherwise the value is "strong". In addition, the
value can be on a numerical scale, wherein weak pass-
words are further classified depending on how fast a
match was found.
[0013] It is to be noted that the value relating to the
strength of a password is dependent on the predeter-
mined time which is given for the password recovery
process. It is preferred if the length of this time can be
varied by the system administrator, depending on the
aspired level of password security in the company or or-
ganization.
[0014] The value relating to the strength of the user
passwords may also takes into account a given password
policy of the computer system, application or network.
Such a policy can prescribe, e.g., that a password should
have a minimum length, consist of different types of char-
acters (letters, numbers etc.), or be not a known word
from a dictionary. The inventive system can analyse the
recovered passwords in view of this policy, and assign a
value indicating a weaker password if one or more pro-
visions are not met. Alternatively or in addition, the list
can also include an explicit information about which of
the provisions are not met by the password.
[0015] The interface of the inventive system is prefer-

ably configured to provide the generated list to the com-
puter system, application or network via the data con-
nection. There, it can be accessed by the system admin-
istrator, and brought into any desired format. Based on
this information, the administrator or another authorised
person on behalf of the company or organization can take
pre-emptive measures to increase password security, in
particular by informing the users with weak passwords,
and asking them to change their password in accordance
with the password policy.
[0016] In another embodiment of the invention, the sys-
tem is configured to generate an electronic message to
the corresponding user if the strength of his password is
insufficient, i.e., if it has been recovered within the pre-
determined time. The message may be an e-mail or a
system information upon the user’s next login. Such an
automatic notification of the users ensures that weak
passwords are replaced as soon as possible, and it also
facilitates the process for the system administrator, in
particular in large systems with many users.
[0017] The interface is preferably capable of retrieving
data from different software platforms running on the
computer system, application or network. This means
that the inventive system can be universally employed in
connection with different platforms such as Microsoft
Windows, Apple Mac OS X or UNIX.
[0018] Furthermore, the central processing unit of the
inventive system is ideally capable of using different en-
cryption algorithms being stored in the data storage
means, depending on the encryption algorithm used by
the computer system, application or network. In order to
ensure compatibility with all commonly used systems,
the corresponding encryption algorithms of all these sys-
tems should be stored, wherein the applicable algorithm
is selected automatically or manually upon setup of the
inventive system.
[0019] For the password recovery process, the central
processing unit may employ any known methods to gen-
erate the different plain text passwords. In particular, they
are generated by means of one or more dictionaries
stored in the data storage means, and/or by a random
combination of characters (brute force). A common ap-
proach is to try the words of the dictionary first, then a
number of modifications of the dictionary words, and fi-
nally the brute force method. The predetermined time,
which is given for the attempt to recover each user pass-
word, is generally sufficient to try all dictionary words and
their modifications, and to start the brute force method if
the first two methods were not successful. If the matching
password has been found in a dictionary, this information
can also be included in the result list and provided to the
respective user, so that he knows the reason why his
password is weak.
[0020] As already mentioned above, the inventive sys-
tem may be configured to include plain text passwords,
for which a match has been found, into a dictionary. By
this method, relatively weak passwords that have been
recovered by the brute force method will be recovered
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even faster in the next audit and will be identified as even
weaker, in case that the same or another user again uses
this password. It has to be ensured, however, that the
passwords added into the dictionary are not assigned to
specific users, and that they cannot be accessed from
outside the inventive system.
[0021] In order to increase the computing power of the
inventive system for generating the different plain text
passwords and encoding them into cipher text pass-
words, it is preferred if the system further comprises a
co-processor to support the functions of the central
processing unit. In particular, graphics processing units
(GPU) can be advantageously used as co-processors,
as they are very powerful in password recovery.
[0022] In another preferred embodiment of the inven-
tion, the password audit system further comprises one
or more sensors to detect physical impacts on the hous-
ing, such as vibration, tilting or shock. As the housing is
not intended to be opened during the normal setup and
operation of the inventive system, any attempt to open it
can be considered as an unauthorized intervention,
against which protective measures should be taken.
[0023] Preferably, the inventive system can be config-
ured (after it has been positioned and connected to the
computer system) to shut down and prevent any access
to the stored data if a physical impact on the housing is
detected. Most preferably, the stored data is deleted in
such an event, which provides the highest level of pro-
tection against any attempt to access password data
stored by the system.
[0024] Similarly, the inventive system can also be con-
figured to shut down and prevent any access to the stored
data if an unauthorized access via the interface is detect-
ed. That is, the password audit system also protects itself
against logical attacks via the computer system, applica-
tion or network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] These and further advantages of the invention
will be explained in connection with the following pre-
ferred embodiments, making reference to the figures.
[0026] The figures show:

FIG. 1: a schematic illustration of the deployment of
an inventive password audit system in a clus-
ter configuration; and

FIG. 2: a schematic illustration of the components of
an inventive password audit system.

DETAILED DESCRIPTION OF THE INVENTION

[0027] The inventive password audit system can be
deployment in a cluster configuration within a typical cli-
ent network, where the operators of the password audit
system and of the audit target reside. An exemplary con-
figuration of such a cluster is schematically shown in Fig-

ure 1.
[0028] In this configuration, an operator console 1-1 is
connected via an audit network 1-3 to several targets 1-2
for the password audit, i.e., computers systems, applica-
tions or networks. Also connected via the audit network
1-3 are multiple instances of the inventive password audit
system 1-4, comprising one master/controller unit 1-5
and several slave units 1-6, which cooperate in perform-
ing the operations described below. This configuration
allows for a scaling of the inventive system 1-4, wherein
the multiple instances 1-5 and 1-6 perform simultaneous
operations in auditing one or more of the targets 1-2.
[0029] A schematic illustration of an inventive pass-
word audit system or an instance thereof, respectively,
is shown in Figure 2 as an exemplary embodiment. This
system comprises a housing 2-1, which encloses the fol-
lowing components: a central processing unit 2-2, a co-
processor 2-3 which is a graphics processing unit (GPU)
as an encryption accelerator, a physical impact sensor
2-4, a housing intrusion sensor 2-5, a trusted platform
module (TPM) 2-6, hard disks as data storage means
comprising an encrypted storage 2-7, an unencrypted
storage 2-8 and an upgrade module, as well as an inter-
face for establishing a data connection to a computer
system, application or network and an interface for es-
tablishing a data connection to an audit network accord-
ing to Figure 1.
[0030] The inventive system is a separate entity from
the computer system, application or network to be audit-
ed. Any attempt to open or access the housing 2-1 during
operation of the system will be detected by the sensors
2-4 and 2-5, leading to a shut-down of the system and
prevention of any access to the stored data. In addition,
the password audit system stores all the application and
user data, including operational and customization infor-
mation, only in an encrypted format, which provides fur-
ther protection against any revelation of sensible data,
in particular of password data.
[0031] The operations which are performed by the in-
ventive system, according to the embodiment described
herein, can be summarized as follows:

- At start-up, the system first employs TPM functions
in order to make sure that the software and hardware
environment has not been tampered with while the
system was not turned on; if tampering has been
detected, the system will not start;

- after the tampering test has been passed success-
fully, the system retrieves from the TPM the first half
of the encryption key (hardware key) used for the
data storage protection and prompts the operator for
the second half;

- after the operator provides the second half of the key
(user key), it is combined with the hardware key and
the result is used to decrypt the storage and start the
operating system and the application software; the
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system is now operational;

- the system starts applications which monitor the en-
vironment: logical attacks and hardware intrusion
are monitored, and if detected, the event is logged
and the system is shut down;

- the system operator can now authenticate and use
the system functionality: after the system has been
initialized, the operator can define targets for the
password audit; the system will store the information
and, at the scheduled time, will perform the audit
operation, will then generate a report, and inform the
operator or other defined users;

- the system operator first defines a new target for
password audit, by specifying the network address,
the type of system, the cipher text password retrieval
method; the information is verified and the target
saved;

- the system operator then defines a new audit oper-
ation, by specifying the target, the audit details, such
as what dictionaries are to be used, if GPU acceler-
ation is to be employed, how long the predetermined
time for finding a match should be, and what the
password policy is; the operator also specifies when
the audit will take place and if it is repeated on a
regular basis, who should be informed about the re-
sults, and if the users affected by weak passwords
should be automatically informed; the audit process
information is saved;

- at the scheduled time, the system will start the audit
operation by retrieving the cipher text passwords
from the target, start the password recovery process
as defined by the operator parameters, and wait for
its completion; any weak passwords detected will be
assessed, by determining why the password was
found and why the password is weak (e.g., the pass-
word is too short or present in a dictionary); the data
relating to the strength of the password is saved to-
gether with the user identification, whereas the plain
text password itself will not be saved in connection
with the user;

- after completion of the audit process, the system
generates a report with the results, including a list
with the affected user identifications and a value re-
lating to the strength of the detected passwords; the
report is sent or made available to the system oper-
ator; optionally, if chosen, the affected users are in-
formed automatically by e-mail;

- after generation of the report, all the retrieved cipher
text passwords are destroyed; the report remains in
storage;

- multiple targets and audit operations can be defined
on the same password audit system; the targets can
be different, corresponding to computer systems,
applications and networks from various different
vendors, including custom applications.

LIST OF REFERENCE NUMERALS

[0032]

1-1 operator console
1-2 targets (computer systems, applications or net-

works)
1-3 audit network
1-4 password audit system
1-5 master/controller unit
1-6 slave units

2-1 housing
2-2 central processing unit
2-3 co-processor (graphics processing unit)
2-4 physical impact sensor
2-5 housing intrusion sensor
2-6 trusted platform module (TPM)
2-7 encrypted storage (hard disk)
2-8 unencrypted storage (hard disk)
2-9 upgrade module (hard disk)
2-10 interface to computer system, application or net-

work
2-11 interface to audit network

Claims

1. A password audit system for determining the
strength of user passwords in a computer system,
application or network to which a plurality of users
have access via a user identification and password,
the password audit system comprising:

- an interface for establishing a data connection
between the password audit system and the
computer system, application or network, being
configured to retrieve cipher text user pass-
words stored on the computer system, applica-
tion or network;
- a central processing unit, being configured to
successively generate different plain text pass-
words by means of one or more dictionaries and
by random combinations of characters, encode
the plain text passwords into corresponding ci-
pher text passwords with an encryption algo-
rithm, and compare the encoded cipher text
passwords to a given one of the retrieved cipher
text passwords, until a match is found or a pre-
determined time has elapsed; and
- data storage means for storing data relating to
the strength of each of the user passwords, the
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strength being dependent on the employed
method to generate the different plain text pass-
words and the time needed to find a match,
wherein the central processing unit is further
configured to instantly discard each user pass-
word for which a match has been found,

wherein the components of the password audit sys-
tem are enclosed in a housing which is separate from
the computer system, application or network.

2. The system of claim 1, wherein the system is con-
figured to generate a list comprising the user identi-
fications and assigned values relating to the strength
of the user passwords.

3. The system of claim 2, wherein the value relating to
the strength of the user passwords also takes into
account a given password policy of the computer
system, application or network.

4. The system of claim 2 or claim 3, wherein the inter-
face is configured to provide the generated list to the
computer system, application or network via the data
connection.

5. The system of any one of the preceding claims,
wherein the system is configured to generate an
electronic message to the corresponding user if the
strength of his password is insufficient.

6. The system of any one of the preceding claims,
wherein the central processing unit is capable of us-
ing different encryption algorithms being stored in
the data storage means, depending on the encryp-
tion algorithm used by the computer system, appli-
cation or network.

7. The system of any of the preceding claims, wherein
the system is configured to include plain text pass-
words, for which a match has been found, into a dic-
tionary.

8. The system of any one of the preceding claims, fur-
ther comprising one or more sensors to detect phys-
ical impacts on the housing, such as vibration, tilting
or shock, wherein the system can be configured to
shut down and prevent any access to the stored data
if a physical impact on the housing is detected.

9. The system of any one of the preceding claims,
wherein the system can be configured to shut down
and prevent any access to the stored data if an un-
authorized access via the interface is detected.

10. A method for determining the strength of user pass-
words in a computer system, application or network
to which a plurality of users have access via a user

identification and password, the method comprising:

- retrieving cipher text user passwords stored on
the computer system, application or network;
- successively generating different plain text
passwords by means of one or more dictionaries
and by random combinations of characters, en-
coding the plain text passwords into correspond-
ing cipher text passwords with an encryption al-
gorithm, and comparing the encoded cipher text
passwords to a given one of the retrieved cipher
text passwords, until a match is found or a pre-
determined time has elapsed; and
- storing data relating to the strength of each of
the user passwords, the strength being depend-
ent on the employed method to generate the dif-
ferent plain text passwords and the time needed
to find a match, and instantly discarding each
user password for which a match has been
found.

11. The method of claim 10, further comprising gener-
ating a list comprising the user identifications and
assigned values relating to the strength of the user
passwords.

12. The method of claim 11, wherein the value relating
to the strength of the user passwords also takes into
account a given password policy of the computer
system, application or network.

13. The method of claim 11 or claim 12, further compris-
ing providing the generated list to the computer sys-
tem, application or network via the data connection.

14. The method of any one of claims 10 to 13, further
comprising generating an electronic message to the
corresponding user if the strength of his password
is insufficient.

15. The method of any one of claims 10 to 14, further
comprising including plain text passwords, for which
a match has been found, into a dictionary.

Patentansprüche

1. Passwortprüfsystem zur Ermittlung der Stärke von
Benutzerpasswörtern in einem Computersystem,
-programm oder -netzwerk, zu dem eine Mehrzahl
von Benutzern mittels einer Benutzerkennung und
eines Benutzerpassworts Zugang haben, wobei das
Passwortprüfsystem umfasst:

- ein Interface für die Herstellung einer Daten-
verbindung zwischen dem Passwortprüfsystem
und dem Computersystem, -programm oder
-netzwerk, welches dafür konfiguriert ist, in dem
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Computersystem, -programm oder -netzwerk
gespeicherte Chiffretext-Benutzerpasswörter
abzurufen;
- einen Zentralprozessor, welcher dafür konfi-
guriert ist, nacheinander verschiedene Klartext-
passwörter mittels eines oder mehrerer Wörter-
bücher und mittels zufälliger Kombinationen von
Zeichen zu erzeugen, die Klartextpasswörter
mittels eines Verschlüsselungsalgorithmus in
entsprechende Chiffretextpasswörter zu kodie-
ren, und die kodierten Chiffretextpasswörter mit
jeweils einem der abgerufenen Chiffretextpass-
wörter zu vergleichen, bis eine Übereinstim-
mung gefunden wurde oder eine vorgegebene
Zeit verstrichen ist; und
- Datenspeichermittel zum Speichern von Daten
betreffend die Stärke jedes der Benutzerpass-
wörter, wobei die Stärke abhängig ist von der
zur Erzeugung der verschiedenen Klartextpass-
wörter eingesetzten Methode und der zum Fin-
den einer Übereinstimmung benötigten Zeit, wo-
bei der Zentralprozessor ferner dafür konfigu-
riert ist, jedes Benutzerpasswort, für das eine
Übereinstimmung gefunden wurde, sofort zu
verwerfen,

wobei die Komponenten des Passwortprüfsystems
von einem Gehäuse umschlossen sind, welches von
dem Computersystem, -programm oder -netzwerk
getrennt ist.

2. System nach Anspruch 1, wobei das System dafür
konfiguriert ist, eine Liste zu erzeugen, welche die
Benutzerkennungen und zugeordnete Werte betref-
fend die Stärke der Benutzerpasswörter umfasst.

3. System nach Anspruch 2, wobei der Wert betreffend
die Stärke der Benutzerpasswörter auch eine vor-
gegebene Passwortrichtlinie des Computersys-
tems, -programms oder -netzwerks berücksichtigt.

4. System nach Anspruch 2 oder 3, wobei das Interface
dafür konfiguriert ist, die erzeugte Liste dem Com-
putersystem, -programm oder -netzwerk über die
Datenverbindung zur bereitzustellen.

5. System nach einem der vorangehenden Ansprüche,
wobei das System dafür konfiguriert ist, eine elek-
tronische Nachricht an den betreffenden Benutzer
zu erzeugen, wenn die Stärke seines Passworts un-
zureichend ist.

6. System nach einem der vorangehenden Ansprüche,
wobei der Zentralprozessor in der Lage ist, verschie-
dene in den Datenspeichermitteln gespeicherte Ver-
schlüsselungsalgorithmen zu verwenden, in Abhän-
gigkeit von demjenigen Verschlüsselungsalgorith-
mus, der von dem Computersystem, -programm

oder -netzwerk verwendet wird.

7. System nach einem der vorangehenden Ansprüche,
wobei das System dafür konfiguriert ist, Klartext-
passwörter, für die eine Übereinstimmung gefunden
wurde, in ein Wörterbuch aufzunehmen.

8. System nach einem der vorangehenden Ansprüche,
ferner umfassend einen oder mehrere Sensoren
zum Detektieren von physikalischen Einwirkungen
auf das Gehäuse, wie Vibration, Neigung oder Stoß,
wobei das System so konfiguriert werden kann, dass
es herunterfährt und jeglichen Zugriff auf die gespei-
cherten Daten verhindert, wenn eine physikalische
Einwirkung auf das Gehäuse detektiert wird.

9. System nach einem der vorangehenden Ansprüche,
wobei das System so konfiguriert werden kann, dass
es herunterfährt und jeglichen Zugriff auf die gespei-
cherten Daten verhindert, wenn ein nichtautorisierter
Zugang über das Interface detektiert wird.

10. Verfahren zur Ermittlung der Stärke von Benutzer-
passwörtern in einem Computersystem, -programm
oder -netzwerk, zu dem eine Mehrzahl von Benut-
zern mittels einer Benutzerkennung und eines Be-
nutzerpassworts Zugang haben, wobei das Verfah-
ren umfasst:

- Abrufen von Chiffretext-Benutzerpasswörtern,
die in dem Computersystem, -programm oder
-netzwerk gespeichert sind;
- sukzessives Erzeugen von verschiedenen
Klartextpasswörtern mittels eines oder mehre-
rer Wörterbücher und mittels zufälliger Kombi-
nationen von Zeichen, Kodieren der Klartext-
passwörter in entsprechende Chiffretextpass-
wörter mittels eines Verschlüsselungsalgorith-
mus, und Vergleichen der verschlüsselten Chif-
fretextpasswörter mit jeweils einem der abgeru-
fenen Chiffretextpasswörter, bis eine Überein-
stimmung gefunden wurde oder eine vorgege-
bene Zeit verstrichen ist; und
- Speichern von Daten betreffend die Stärke je-
des der Benutzerpasswörter, wobei die Stärke
abhängig ist von der zur Erzeugung der ver-
schiedenen Klartextpasswörter eingesetzten
Methode und der zum Finden einer Überein-
stimmung benötigten Zeit, und sofortiges Ver-
werfen jedes Benutzerpasswortes, für das eine
Übereinstimmung gefunden wurde.

11. Verfahren nach Anspruch 10, ferner umfassend die
Erzeugung einer Liste, welche die Benutzerkennun-
gen und zugeordnete Werte betreffend die Stärke
der Benutzerpasswörter umfasst.

12. Verfahren nach Anspruch 11, wobei der Wert betref-
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fend die Stärke der Benutzerpasswörter auch eine
vorgegebene Passwortrichtlinie des Computersys-
tems, -programms oder -netzwerks berücksichtigt.

13. Verfahren nach Anspruch 11 oder 12, ferner umfas-
send das Bereitstellen der erzeugten Liste an das
Computersystem, -programm oder -netzwerk über
die Datenverbindung.

14. Verfahren nach einem der Ansprüche 10 bis 13, fer-
ner umfassend die Erzeugung einer elektronischen
Nachricht an den betreffenden Benutzer, wenn die
Stärke seines Passworts unzureichend ist.

15. Verfahren nach einem der Ansprüche 10 bis 14, fer-
ner umfassend das Aufnehmen von Klartextpass-
wörtern, für die eine Übereinstimmung gefunden
wurde, in ein Wörterbuch.

Revendications

1. Système de vérification de mot de passe pour dé-
terminer la force de mots de passe utilisateurs dans
un système, une application ou un réseau informa-
tique auxquels une pluralité d’utilisateurs ont accès
via une identification et un mot de passe utilisateur,
le système de vérification de mot de passe
comprenant :

- une interface pour établir une connexion de
données entre le système de vérification de mot
de passe et le système, l’application ou le ré-
seau informatique, configurée pour récupérer
des mots de passe utilisateurs en texte chiffré
stockés sur le système, l’application ou le ré-
seau informatique ;
- une unité centrale de traitement qui est confi-
gurée pour générer successivement différents
mots de passe en texte clair au moyen d’un ou
plusieurs dictionnaires et par des combinaisons
aléatoires de caractères, coder les mots de pas-
se en texte clair en mots de passe en texte chiffré
correspondants avec un algorithme de cryptage
et comparer les mots de passe en texte chiffré
codés à l’un donné des mots de passe en texte
chiffré récupérés jusqu’à ce que soit trouvée une
concordance ou que soit écoulé un temps
prédéterminé ; et
- des moyens de stockage de données pour
stocker des données se rapportant à la force de
chacun des mots de passe utilisateurs, la force
dépendant du procédé utilisé pour générer les
différents mots de passe en texte clair et du
temps nécessité pour trouver une concordance,
dans lequel l’unité centrale de traitement est en
outre configurée pour rejeter instantanément
chaque mot de passe utilisateur pour lequel une

concordance a été trouvée,

dans lequel les composants du système de vérifica-
tion de mot de passe sont enserrés dans un boîtier
qui est séparé du système, de l’application ou du
réseau informatique.

2. Système selon la revendication 1, dans lequel le sys-
tème est configuré pour générer une liste compre-
nant des identifications d’utilisateurs et des valeurs
affectées se rapportant à la force des mots de passe
utilisateurs.

3. Système selon la revendication 2, dans lequel la va-
leur se rapportant à la force des mots de passe uti-
lisateurs tient également compte d’une politique de
mots de passe donnée du système, de l’application
ou du réseau informatique.

4. Système selon la revendication 2 ou la revendication
3, dans lequel l’interface est configurée pour fournir
la liste générée au système, à l’application ou au
réseau informatique via la connexion de données.

5. Système selon l’une quelconque des revendications
précédentes, dans lequel le système est configuré
pour générer un message électronique à l’utilisateur
correspondant si la force de ce mot de passe est
insuffisante.

6. Système selon l’une quelconque des revendications
précédentes, dans lequel l’unité centrale de traite-
ment est capable d’utiliser différents algorithmes de
cryptage qui sont stockés dans les moyens de stoc-
kage de données en fonction de l’algorithme de cryp-
tage utilisé par le système, l’application ou le réseau
informatique.

7. Système selon l’une quelconque des revendications
précédentes, dans lequel le système est configuré
pour inclure des mots de passe en texte clair, pour
lesquels une concordance a été trouvée, dans un
dictionnaire.

8. Système selon l’une quelconque des revendications
précédentes, comprenant en outre un ou plusieurs
capteurs pour détecter des impacts physiques sur
le boîtier, notamment des vibrations, des bascule-
ments ou des chocs, dans lequel le système peut
être configuré pour s’arrêter et empêcher tout accès
aux données stockées si un impact physique sur le
boîtier est détecté.

9. Système selon l’une quelconque des revendications
précédentes, dans lequel le système peut être con-
figuré pour s’arrêter et empêcher tout accès aux don-
nées stockées si un accès non autorisé via l’interface
est détecté.
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10. Procédé de détermination de la force de mots de
passe utilisateurs dans un système, une application
ou un réseau informatique auxquels une pluralité
d’utilisateurs ont accès via une identification et un
mot de passe utilisateur, le procédé comprenant :

- la récupération de mots de passe utilisateurs
en texte chiffré stockés sur le système, l’appli-
cation ou le réseau informatique ;
- la génération successive de différents mots de
passe en texte clair au moyen d’un ou plusieurs
dictionnaires et par des combinaisons aléatoires
de caractères, le codage des mots de passe en
texte clair en mots de passe en texte chiffré cor-
respondants avec un algorithme de cryptage et
la comparaison des mots de passe en texte chif-
fré codés à l’un donné des mots de passe en
texte chiffré récupérés jusqu’à ce que soit trou-
vée une concordance ou que se soit écoulé un
temps prédéterminé ; et
- le stockage de données se rapportant à la force
de chacun des mots de passe utilisateurs, la for-
ce dépendant du procédé utilisé pour générer
les différents mots de passe en texte clair et du
temps nécessaire pour trouver une concordan-
ce et le rejet instantané de chaque mot de passe
utilisateur pour lequel une concordance a été
trouvée.

11. Procédé selon la revendication 10, comprenant en
outre la génération d’une liste comprenant les iden-
tifications utilisateurs et les valeurs affectées se rap-
portant à la force des mots de passe utilisateurs.

12. Procédé selon la revendication 11, dans lequel la
valeur se rapportant à la force des mots de passe
utilisateurs tient également compte d’une politique
de mots de passe donnée du système, de l’applica-
tion ou du réseau informatique.

13. Procédé selon la revendication 11 ou la revendica-
tion 12, comprenant en outre la fourniture de la liste
générée au système, à l’application ou au réseau
informatique via la connexion de données.

14. Procédé selon l’une quelconque des revendications
10 à 13, comprenant en outre la génération d’un
message électronique à l’utilisateur correspondant
si la force de son mot de passe est insuffisante.

15. Procédé selon l’une quelconque des revendications
10 à 14, comprenant en outre l’inclusion de mots de
passe en texte clair, pour lesquels une concordance
a été trouvée, dans un dictionnaire.
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